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Commissioner of Patents and Trademarks July 22, 2002 

Washington, D.C. 20231 

REPLY BRIEF 

Sir: 

Applicants respectfully request an Oral Hearing under 37 C.F.R. § 1.194(b) and include 
the $280.00 fee as specified under 37 C.F.R. § 1.17(d). 



REBUTTAL AND REMARKS 

This reply brief is in response to the Examiner's Answer, Paper No. 12, mailed May 21, 

2002. 

REBUTTAL 

Group I: Claims 12. 14, 15 and 18-20 

The Examiner's Answer fails to establish a prima facie case of obviousness under 35 

U.S.C. § 103(a). In particular, the examiner has failed to establish proper motivation for using a 

counter value instead of the random number r A in the SKID 3 protocol of Menezes et al. Citing 
07/23/2002 CtJGUYEH 00800016 09127767 
01 FC:121 280.00 OP 
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Menezes, the examiner asserts that page 397 section, 10.9 states "it typically serves to prevent 
undetectable replay attacks in challenge-response mechanisms." 

Appellants fail to understand how this simple statement would motivate one of ordinary 
skill in the art to use a counter value instead the random number Ta taught by Menezes et al. 
Accordingly, applicants respectfully submit that this statement found in Menezes is insufficient 
to motivate one of ordinary skill in the art to make the requisite change asserted by the examiner. 

The examiner also states "one of ordinary skill sill in the art would have known replay 
attacks were used to subvert challenge-response authentication protocols, and therefore would 
have been familiar with choosing one of the three above options." This assertion is totally 
unsupported by the record. In fact, this assertion appears to be the opinion of the examiner. 
However, the examiner's opinion cannot be utilized to establish proper motivation under 35 
U.S.C. § 103(a). Accordingly, appellants maintain that the examiner's 35 U.S.C. § 103(a) 
rejection with respect to Group I is still deficient. 



Group II: Claims 13 and 16 

Claims 13 and 16 both require a second key be established based upon first and second 
challenges. In addition to relying on pages 397-405 of Menezes, the examiner now relies on 
page 499 as well as page 535. In modifying this rejection, the examiner appears to be piecing 
together portions of Menezes, which is not permitted under In re Kotzab 55 USPQ 2 nd 1313 (Fed. 
Cir. 2000). Accordingly, appellants maintain that the examiner's 35 U.S.C. § 103(a) rejection 
with respect to Group II is still deficient. 
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Groups IIL V, VI. VIL and VIII 

Appellants respectfully assert that these claims are allowable for at least the additional 
reasons set forth above with respect to Group II. 



Group IV: Claims 21 and 22 

Appellants acknowledge the examiner's indication that the rejection of these claims is 
overcome. 



CONCLUSION 

Because Menezes does not teach or suggest any of the proposed modifications suggested 
by the examiner, applicants respectfully submit that claims 1-22 are patentable over Menezes et 
al. 

Should there be any outstanding matters that need to be resolved in the present 
application, the Examiner is respectfully requested to contact John A. Castellano at the telephone 
number of the undersigned below. 

If necessary, the Commissioner is hereby authorized in this, concurrent, and future 
replies, to charge payment or credit any overpayment to Deposit Account No. 08-0750 for any 
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additional fees required under 37 C.F.R. § 1.16 or under 37 C.F.R. § 1.17; particularly, extension 
of time fees. 

Respectfully submitted, 

HARNESS, DICKEY, & PIERCE, P.L.C. 



By 




John AyCastellano, Reg. No. 35,094 



P.C^Box 8910 
ReMon, Virginia 20195 
(703) 390-3030 



JAC/cah 
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